
lllffilllffiffiilffiffi,=':

Reg. No. : ......,..................,...:ii:

Name : ...............

Time : 3 Hours
i,:l-,- :--!

Answer all questions.
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1. Define integrity'h tha context

2. What is a suUstiiution cipner

3. Define active attacktt

4. What is the function of the

(Short Essay)

Answerany6questions. :'. "..:. . . i: ,:..

7. Erplain fte need bcreurtty,in digital, commun ication eys*erns.

8. Diflerentiate between,keyed and keyless ciphers with examples.

9. Describe the functions of the finat permutation in DES.

10. Explain linear cryptanalysis and its relevance to DES.
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11. What do you mean by signing a digest in digital signatures ?

12. List the requirements of a secure public key cryptosystem.

13. ExpQin the purpose of message authentlcation and non-repudiation.

14. Describe the computationalaspects of RSA algorithm.
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22. Explain FISA algorithm.

23. Write an essay on the digital signature schemes,

24. Explain synimetric cipher design using substittrtion and transposition teefrniques.

Answer any 4 questions. 
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15. Compare the structuri:anO,,usage of rnonoitpfruU"fi. inO polyalphabetic ciphers.
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16. Explain differentialcryptana[6CiS,wit* geffin& ro symmetric key encryption.
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1 7. Describe the key servie$,,Rfov-ideU. Uy,,rOi$ita I sign*lures.
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18. Explain the concept and com$ffieg1s ol.;,H$A'digital signature schemes.
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19. How does a public key ensutsiiirnes$ g€ confidenthlity and integrity ?
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20. Exp tai n th e va riou s cale g€ 
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